E-Safety - Taking photographs and Mobile phones 



Jenny Wren Nursery has a commitment to keeping children safe and healthy and the e-safety policy operates at all times under the umbrella of the safeguarding policy.  The e-safety policy is the implementation of the safeguarding policy in relation to electronic communications of all types.

Policy Statement

To ensure the welfare and safety of the children we have strict procedures for the use of mobile phones and the taking of photographs in the nursery.

Procedures: photographs

Photographs

· Upon having a child accepted for the nursery, the parent/guardian/carer will be requested to agree to the child being photographed by a nursery teacher or an individual validated by the nursery.
· The nursery is always seeking ways of promoting children’s achievements and may use photographs as part of nursery display boards or on the internet as part of our website.
· Every parent/guardian/carer has the right to refuse this request, in which case the child will not be photographed by any member of staff, by a parent, or by an outsider without the express permission for the individual occasion the photographs are being taken for.
· Photographs/video clips will be taken as part of a child’s online learning journey/profile (Tapestry).
· Photographs/video clips in this case are considered for the parent/guardian/carers use only and will not be shared with any third party.
· Parents and carers will only be permitted to make recordings or take photographs of any event for their own personal use.  The use of such images and recordings for any other purpose and without permission is not allowed.

Procedures: Mobile phones

Mobile phones

Whilst we accept staff members will bring mobile phones to work with them, it is our policy that:

· On arrival at the nursery staff members are expected to switch their mobile phones off or put on silent.
· Mobile phones are expected to be put in staff member’s bags and kept in the cupboard, away from the children.
· No staff member is permitted to use or have their mobile phone in the nursery classrooms or in an area where the children are present.
· No member of staff is permitted to use or have their mobile phone when they are supervising the children.  Staff with phone watches including apple watches need to have notifications switched off to prevent distractions from their role and the supervision of the children in their care.  If these are being used by any member of staff the manager needs to be informed and take the appropriate action following the nursery’s whistleblowing policy.
· Mobiles are not permitted for downloading music for nursery use in the main room.

Procedures: E-Safety

E-Safety

E-Safety in the nursery environment concerns the protection of users, particularly children.  It encompasses all connectable technology, especially when using the internet, email and mobile communication technology.

At Jenny Wren Nursery the internet is now regarded as an essential resource to support teaching and learning.  Computer skills are vital to accessing media for learning and employment.  In line with our requirement to provide children with the safest internet environment as possible, we need to be aware of and respond appropriately to possible risks.


· Staff have a duty of care and should be aware of e-safety at all times. Staff need to be aware that this not only includes acts committed on the nursery premises, but also any incident outside of nursery that are brought to the nursery’s attention.
· Any breach identified whether inside or outside of nursery will be investigated.
· Any concerns raised should be addressed to the nursery’s e-safety officer/designated safeguarding officer, who is:


Katy Elliott / Isobel Rouse (Safeguarding Lead)

· E-safety breaches can be via nursery equipment or via personal equipment.
· All staff working at the nursery have a responsibility and where a breach of e-safety is identified it should be reported immediately to the nursery managers.  Upon receiving any concern raised, the nursery manager will call a meeting with the e-safety officer and safeguarding officer, (if different) or the core group committee chair person.
· The procedures for ‘staff allegations’ within the safeguarding policy will be followed, (refer to safeguarding children policy, section: ‘safeguarding: staff).’



Filtering Internet use

The e-safety officer is responsible for systems to support the appropriate filtering to PCs in the nursery and PCs in the office.  

Where possible sites visited will be monitored.  If staff discover unsuitable sites have been accessed, they are to be reported to the e-safety officer so that (a) the filters can be reviewed (b) content reviewed (c) enquiry made.


Managing content

Staff members are to ensure media accessible to children is appropriate and that any internet derived material by staff/children complies with copyright laws.

Staff/children’s home content will not be published and where photographs are used in the media, permission would have been sought and no names used.

The nursery website may use photographs of children, however written permission from their parents/guardian will be sought and no full names used.  

Permission to use photographs within any electronic media will be sought upon joining the nursery, where (a) parent/guardians wishes followed at all times (b) will be reviewed yearly when home information is reviewed. 


Communication

Managing emails:

· Children will not have access to e-mail
· Staff using e-mail for nursery matters will use the main nursery e-mail address and no correspondence concerning nursery will be via a personal e-mail except if you are a committee member. 
· Data/information provided via e-mail, i.e. headcount information, will be provided through a secure email.
· The nursery managers only have access to the email accounts and any passwords.


On-line communications and social networking

· On-line chat rooms will not be used within the nursery.  Staff are only permitted to use these sites during their break time only in the vestry or off the nursery premises.
· Staff will not discuss individual children or their setting on their personal Facebook, twitter or any other social networking site and where this is proven to be the case, disciplinary matters will be considered.
· The safe and responsible use of social networking, social media and personal publishing sites will be discussed with all members of staff as part of staff induction and will be revisited and communicated via regular staff training opportunities. 
· Safe and professional behaviour will be outlined for all members of staff (including volunteers) as part of our code of conduct/behaviour policy as part of acceptable use policy.

Reputation
· All members of staff are advised that their online conduct on social media can have an impact on their role and reputation within the setting. 
· Civil, legal or disciplinary action may be taken if staff are found to bring the profession or institution into disrepute, or if something is felt to have undermined confidence in their professional abilities.
· All members of staff are advised to safeguard themselves and their privacy when using social media sites. Advice will be provided to staff via staff training and by sharing appropriate guidance and resources on a regular basis. This will include (but is not limited to):
· Setting the privacy levels of their personal sites.
· Being aware of location sharing services.
· Opting out of public listings on social networking sites.
· Logging out of accounts after use. 
· Keeping passwords safe and confidential.
· Ensuring staff do not represent their personal views as that of the setting. 
· Members of staff are encouraged not to identify themselves as employees of Jenny Wren Nursery on their personal social networking accounts eg facebook; this is to prevent information on these sites from being linked with the setting, and to safeguard the privacy of staff members.
· All members of staff are encouraged to carefully consider the information, including text and images, they share and post online and to ensure that their social media use is compatible with their professional role and is in accordance with our policies and the wider professional and legal framework.
· Information and content that staff members have access to as part of their employment, including photos and personal information about learners and their family members or colleagues will not be shared or discussed on social media sites. 
· Members of staff will notify the Leadership Team immediately if they consider that any content shared on social media sites conflicts with their role.



Complaints

Any complaints about the inappropriate use of the internet or other technologies will be handled through the complaints procedure.
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