 Confidentiality and Data Protection
Policy statement
‘Confidential information is information that is not normally in the public domain or readily available from another source, it should have a degree of sensitivity and value and be subject to a duty of confidence. A duty of confidence arises when one person provides information to another in circumstances where it is reasonable to expect that the information will be held in confidence.'
Information Sharing: Guidance for Practitioners and Managers (DCSF 2008)

In our setting, staff and managers can be said to have a ‘confidential relationship’ with families. It is our intention to respect the privacy of children and their parents and carers, while ensuring that they access high quality early years care and education in our setting. We aim to ensure that all parents and carers can share their information in the confidence that it will only be used to enhance the welfare of their children. We have record keeping systems in place that meet legal requirements; the means that we use to store and share information that takes place within the framework of the General Data Protection Regulation (GDPR), the Data Protection Act 2018 and the Human Rights Act (1998).
Documentation

The information is organised and stored in an order that remains confidential and only accessible to those members of staff that are authorised to have access to it.  The nursery is registered with the information commissioner’s office (ICO) and staff are aware of their responsibilities under the General Data Protection Regulation (GDPR).
Annually the nursery manager’s archives information which is then stored securely for the required period of time.  

All documentation is bound to our confidentiality policy.  We believe confidentiality to be:

            ‘information of some sensitivity, which is not already lawfully in the public domain or readily accessible from another public source, and which has been shared in relationship where the person giving the information understood would not be shared with others’.
(Information Sharing: Practitioners’ Guide)

Confidentiality procedures

· Confidentiality is discussed at induction and during supervisions, committee and staff meetings to ensure all staff understand the importance of protecting the privacy of children in their care.

· All core group committee members should follow and adhere by all confidentiality policies and procedures at all times.

· Staff should not discuss individual children other than for the purpose of curriculum planning or child development issues, with people other than the child’s parents, guardians or carers.

· In some circumstances it may be necessary for the nursery to seek the advice and support of an outside agency, in such cases we would seek the parents/guardians or carers permission first.

· If we are requested to provide information to an outside agency to ensure the child’s welfare, such as the social care team, we will do on a need to know basis, ensuring confidentiality is maintained.

· All information recorded will be kept highly confidential and made only available to members of staff and outside agencies who are allowed to see such information.
· All confidential information is kept in a locked cupboard in the main room.

· If staff request to see confidential information, the request has to go through the nursery managers.

· If a parent confides in another parent and shares information about themselves or their child with them and this information is past on further, the nursery takes no responsibility for this sharing of information.

· If information is shared between parent/staff in a discussion, core group committee meeting or training group it is bound by a shared agreement that the information is confidential to the group and not to be discussed outside it.

· Where we are unsure of the information received is confidential, we always check with the parents to determine whether the information being shared is regarded as confidential or not.

· Issues concerning the employment of staff, whether paid or unpaid will remain confidential to the people directly involved with making personnel decisions.
· Most information is kept in a manual file. However, our staff may use a computer/tablet/I-pad to complete children’s online learning journals (Tapestry), type reports, or letters. We have written permission from parents to hold this information and is shared with parents/guardians or carers regularly.
· On rare occasions staff may need to take work or I-pads out of the setting, either to work on at home or use to refer to during training. These will be signed in and out by the member of staff, using our request to take I-pads/work home form and this will be counter signed by the manager on duty, with the reason for removal clearly stated. Staff will be aware that this is a confidential document and will keep it safe and secure at all times.
Social Networks – Facebook, twitter and chat rooms
Staff members are not permitted to discuss any children, staff or nursery matters through facebook, twitter or chat rooms.  Any such discussions taking place through any social networking systems will be dealt with through the nursery’s disciplinary procedures.

If a staff member becomes aware of another member of staff, volunteer, trainee, core group committee member or parent sharing information through a social networking system, it is their responsibility to report this to the nursery managers, referring to whistle blowing policy.

Staff members are not allowed to state on social media sites the place that they are employed.

Sharing information: outside agencies

We recognise the importance of developing an ‘open relationship’ with our parents and the importance of keeping information they share with us confidential.  However, we inform parents/guardians or carers that there are circumstances when we are obliged to share information.

We are legally obliged to share confidential information when requested and without authorisation when:
· It prevents a crime from being committed.

· It prevents a child/adult from being injured.

· If we were not to share the information it would cause greater harm than if we were to.

The decision to share information is decided by the nursery managers and the core group committee and only if:

· There is evidence that a child is suffering, or at risk of suffering, significant harm.

· Where there is reasonable cause to believe that a child may be suffering, or is at risk of suffering, significant harm.

· To prevent significant harm arising to children and young people of serious harm to adults, including the prevention, detection and prosecution of serious crime.

Sharing information procedure

Our policy for sharing information is supported by the 6 points for good practice in the ‘Information sharing: Practitioners guide’ set out in the HM Government document:
1. We will explain to families how, when and why information will be shared about them and with whom.  We normally obtain consent unless it puts the child at risk or undermines a criminal investigation.
On registering at the nursery we ensure parents receive information about our information sharing policy and sign to say that they have read and understand when information may be shared without consent.  This would only be when it is a matter of safeguarding a child or vulnerable adult.

Consent will be sought from the parent when an outside agency requires information regarding a child with additional needs, transition support to school or support with nursery integration.
2. We put the child’s safety and welfare first when making a decision about sharing information-if there are concerns regarding ‘significant harm’ the child’s well-being and safety is paramount.
When we have safeguarding concerns we record them on a nursery incident form and discuss with the settings safeguarding officer.  The safeguarding officer will record on the incident form the decision made and the reasons why information is to be shared and with whom.  We follow the safeguarding policy in this instance.

3. We respect the wishes of children and parents not to consent to share confidential information.  However, in the interest of the child, we are able to judge when it is reasonable to override their wish.
The nursery managers to advise staff accordingly.

4. We will seek advice without consent when there are doubts about possible significant harm to a child or others.
Manager to contact Single point of advice (SPOA) for advice.

5. We ensure that the information shared is accurate and up to date, necessary for the purpose it is being shared for and only with those who need to know and shared securely.
Our safeguarding policy sets out how and where information should be recorded and what information should be shared with another agency when making a referral.
6. We give reasons for decisions to share information, or not.
Information regarding the reasons to share are recorded by the safeguarding officer on the nursery’s incident form.

Staff taking information/work home

· Staff members are not permitted to take any personal information, of any child or parent home with them.

· Staff members are permitted to take home:

- Children’s learning journeys (tapestry)-I-pads
· If a member of staff wishes to take work home, they need to:

-Make a request by speaking to the nursery managers.
-Ensure work is kept confidential.

-Complete work in the privacy of their own home.

-Ensure they don’t mark, record, write reports in a public place.

· Staff must return the work I-pad the following day and if they request an extension period of time they should make another request to the nursery managers.

· I-pads to be locked in cupboard over night or during long holiday closures for security reasons.

Parents requests to see their child’s personal files

We have an open approach to our care and therefore if a parent/guardian or carer requests access to their child’s confidential records we are more than happy to share this information.  However, we follow the procedures to safeguard their child;

· A parent/guardian or carer must make a request to see their child’s personal file in writing to the nursery manager.

· The nursery will provide access to the records within 1 month, although this may be extended through request.

· The parent will be required to organise a suitable time within this 1-month period of time to view the personal files on the nursery premises.  This arrangement needs to be convenient to the nursery manager and the parent/guardian/carer.

· The nursery manager will prepare the file for viewing.

· If the file contains information from any third parties, these will be written to, stating that a request for disclosure has been received and asking for their permission to disclose the information they have provided in the file.  Copies of the letters are retained on file.

· ‘Third parties’ include all family members who may be referred to in records. It also includes workers from any other agency, including the social care team, the health authority etc.

· It is usual for agencies to refuse consent to disclose as they often prefer the parent/guardian or carer to go straight to them.

· When all consents/refusals to disclose have been received these are attached to the request letter.

· A photocopy of the complete file is taken.

· The nursery manager will go through the file and remove any information which a third party has refused consent to disclose.

· What remains is the information recorded by the setting, detailing the work initiated and followed by them in relation to confidential matters.  This is called a ‘Clean copy’.

· The ‘clean copy’ is photocopied and provided to the parent/guardian or carer when they come into the nursery to discuss the contents.  The file should never be given straight over, but should be gone through by the nursery manager, so that content can be explained.

· It is an offence to remove material that is controversial or to rewrite records to make them more acceptable. Our recording procedures and guidelines ensure that the material reflects an accurate and non-judgemental account of the work we have done with the family.

· If a parent feels aggrieved about any entry in the file, or the resulting outcome, then we refer the parent to our complaints procedure. 

· The law requires that the information we hold must be accurate. If a parent says that the information we hold is inaccurate, then the parent has a right to request for it to be changed. Where the disputed entry is a matter of opinion, professional judgement, or represents a different view of the matter than that held by the parent, we retain the right not to change that entry, but we can record the parent’s view of the matter. In most cases, we would have given a parent the opportunity at the time to state their side of the matter, and it would have been recorded there and then.

· If there are any controversial aspects of the content of a child’s file, we must seek legal advice. This might be where there is a court case between parents, where social care or the police may be considering legal action, or where a case has already completed and an appeal process is underway.

· We never ‘under-record’ for fear of the parent seeing, nor do we make ‘personal notes’ elsewhere.

Telephone advice regarding general queries may be made to The Information Commissioner’s Office Helpline 0303 123 1113.

All the undertakings above are subject to the paramount commitment of our setting, which is to the safety and well-being of the child. Please see also our policy on Safeguarding Children and Child Protection.

Privacy Notice 

We are the Jenny Wren Nursery.  You can contact us on 01323 730118.

At the nursery we have a designated Data Controller:  Katy Elliott

Jenny Wren Nursery processes personal information and is a ‘data controller’ for the purposes of Data Protection legislation. It may hold and process data about the children that attend the pre-school, as well as the parents, guardians and/or carers of such children. We collect information from you and may receive information about your child from their previous setting.

This notice applies to employees, volunteers, core group committee members, children and parents/carers. This notice does not form part of any contract of employment or other contract to provide services. We may update this notice at any time but if we do so, we will provide you with an updated copy of this notice as soon as reasonably practical.

It is important that employees, volunteers, core group committee members, children and parents read and retain this notice, together with any other privacy notice we may provide on specific occasions when we are collecting or processing personal information about you, so that you are aware of how and why we are using such information and what your rights are under the data protection legislation.
Data protection principles 
We comply with data protection law.  This states that the personal information we hold about you must be:

· Used lawfully, fairly and in a transparent way

· Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes.

· Relevant to the purposes we have told you about and limited only to those purposes

· Accurate and kept up to date

· Kept only as long as necessary for the purposes we have told you about

· Kept securely
The categories of information we hold about you

Personal data, or personal information, means any information about an individual from which that
person can be identified. It does not include data where the identity has been removed (anonymous
data).
There are “special categories” of more sensitive personal data which require a higher level of protection, such as information about a person’s health or sexual orientation.
The categories of child level information that we collect, hold and share include:

· Personal information (such as name and address) including registration form and class biz
· Characteristics (such as ethnicity, language, nationality, country of birth and free EYPP eligibility)

· Attendance information (such as sessions attended, number of absences and absence reasons)

· Assessment information including tapestry, observation, planning and assessment records of children
· Relevant medical/allergy/dietary information
· Special educational needs information

· Safeguarding information
· Photographs and video clips of the child to signpost children to where their belongings are stored at the nursery that they attend, and also for general display purposes

· Emergency contact should Parents be unavailable and the emergency contact’s contact details

· Family information such as your relationship to the child

· Financial information including national insurance numbers 

· Accidents and pre-existing injuries forms

· Records of any reportable death, injury, disease or dangerous occurrence
We may also collect, store and use the following “special categories” of more sensitive personal information:

· Information about a Child’s race or ethnicity, spoken language and nationality.

· Information about a Child’s health, including any medical condition, health and sickness records.

· Information about a Child’s accident or incident reports including reports of pre-existing injuries.

· Information about a Child’s incident forms / child protection referral forms / child protection case details / reports.
Why we collect and use this information

We use the children’s data:

· to support children’s learning

· to monitor and report on children’s progress

· to provide appropriate pastoral care

· to assess the quality of our services

· to comply with the law regarding data sharing

· so that we may contact you about your child, if necessary

· to keep you informed about your child’s learning and development

· to send you invoices for your child’s attendance

· to assess the quality of our service

· to comply with the law regarding data sharing

The lawful basis on which we use this information

We collect and use this information under following the lawful basis for processing personal data.  
· It is necessary to perform the contract that you enter into with the pre-school for your child’s attendance at the nursery.

· We have a legitimate interest in being able to run the nursery, and the processing of both children’s and your data is necessary to be able to do this.

· In some circumstances we have a lawful duty to process data.  For example, we may have a lawful duty to notify appropriate authorities if we think the child’s welfare is at risk.

· The processing of medical information about you or your child is necessary to protect the vital interests of the child (who cannot give consent), is necessary for the provision for health care to the child and/or is in the public interest in order to safeguard the child.

We comply with the GRD’s accountability requirements.  We notify the ICO when we suffer a data breach. Under serious circumstances we may be required to inform the individuals whose data has been put at risk.  
Collecting children’s information
Whilst the majority of child level information you provide to us is mandatory, some of it is provided to us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will inform you whether you are required to provide certain child level information to us or if you have a choice in this. 

Storing pupil data

We will only retain pupil personal data for as long as necessary to fulfil the purposes we collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirements.

To determine the appropriate retention period for personal data, we consider the amount, nature, and sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of your personal data, the purposes for which we process your personal data and whether we can achieve those purposes through other means, and the applicable legal requirements.
Who we share children’s information with

We routinely share children’s information with:
· Settings/schools that the children attend after leaving us

· Our local authority

· The Department for Education (DfE) 

· Other settings that the children attend whilst attending the nursery including childminders
Why we share children’s information
We do not share information about our children without consent unless the law and our policies allow us to do so.

We share childrens’ data with the Department for Education (DfE) on a statutory basis. This data sharing underpins the settings funding and educational attainment policy and monitoring.
Data collection requirements:

To find out more about the data collection requirements placed on us by the Department for Education (for example; via the early year’s census) go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.

The National Pupil Database (NPD)

The NPD is owned and managed by the Department for Education and contains information about pupils in schools in England. It provides invaluable evidence on educational performance to inform independent research, as well as studies commissioned by the Department. It is held in electronic format for statistical purposes. This information is securely collected from a range of sources including schools, local authorities and awarding bodies. 

We are required by law, to provide information about our children to the DfE as part of statutory data collections such as the school census and early years’ census. Some of this information is then stored in the NPD. The law that allows this is the Education (Information about Individual Pupils) (England) Regulations 2013.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information.
The department may share information about our children from the NPD with third parties who promote the education or well-being of children in England by:

Conducting research or analysis

Producing statistics

Providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is maintained and there are stringent controls in place regarding access and use of the data. Decisions on whether DfE releases data to third parties are subject to a strict approval process and based on a detailed assessment of:

Who is requesting the data?

The purpose for which it is required

The level and sensitivity of data requested: and 

The arrangements in place to store and handle the data 

To be granted access to pupil information, organisations must comply with strict terms and conditions covering the confidentiality and handling of the data, security arrangements and retention and use of the data.

For more information about the department’s data sharing process, please visit: https://www.gov.uk/data-protection-how-we-collect-and-share-research-data 

For information about which organisations the department has provided pupil information, (and for which project), please visit the following website: https://www.gov.uk/government/publications/national-pupil-database-requests-received
To contact DfE: https://www.gov.uk/contact-dfe
The categories of parent/carers information that we collect, hold and share include:
We will collect, store, and use the following categories of personal information about parents/carers
· Name

· Home address

· Telephone numbers, and personal email addresses.

· Date of birth

· National Insurance number.

We may also collect, store and use the following “special categories” of more sensitive personal information:

· Information about a parent’s race or ethnicity, spoken language and nationality

· Conversations with parents where employees of the nursery deem it relevant to safeguarding
· Conversations with parents where employees of the nursery deem it relevant to the prevention of radicalisation or other aspects of the governments Prevent strategy
The categories of employee information that we collect, hold and share include:
We will collect, store, and use the following categories of personal information about Employees:

· Personal contact details such as name, title, addresses, telephone numbers, and personal email addresses.

· Date of birth.

· Marital status and dependants.

· Next of kin and emergency contact information.

· National Insurance number.

· Bank account details, payroll records and tax status information.

· Salary, annual leave, pension and benefits information.

· Start date and, if different, the date of an Employee’s continuous employment.

· Location of employment or workplace.

· DBS number or certificate

· Recruitment information (including copies of right to work documentation, references and other information included in a CV or cover letter or as part of the application process).

· Employment records (including job titles, work history, working hours, holidays, training records and professional memberships).

· Personnel files and training records including performance information, disciplinary and grievance information, and working time records.

· Information about your use of our information and communications systems.

· Records of any reportable death, injury, disease or dangerous occurrence.
· Information about an employee’s race or ethnicity.

· Information about an employee’s health, including any medical condition, accident, health and sickness records, including: 

· Where an employee leaves employment and under any share plan operated by a group company the reason for leaving is determined to be ill-health, injury or disability, the records relating to that decision

· Details of any absences (other than holidays) from work including time on statutory parental leave and sick leave

· Where an employee leaves employment and the reason for leaving is related to their health, information about that condition needed for pensions and permanent health insurance purposes.

The categories of core group committee member information that we collect, hold and share include:
We will collect, store, and use the following categories of personal information about a committee member
· Name

· Home address

· Telephone numbers, and personal email addresses.

We may also collect, store and use the following “special categories” of more sensitive personal information:

· Information about a committee member’s race or ethnicity, spoken language and nationality

Data retention
How long will you use my information for?

We will only retain your personal information for as long as necessary to fulfil the purposes we collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirements. Retention of documents will be made in accordance to the Legislation and as per the regulations of OFSTED.  If the information is safeguarding related this is to be kept until the child is 21 years and 3 months old under the current law.
Rights to requesting, access, correction, erasure and restriction to your personal data

Under data protection legislation, parents and children have the right to request access to information about them that we hold. 

Your rights in connection with personal information

Under certain circumstances, by law you have the right to:

· Request access to your personal information (commonly known as a “data subject access request”). This enables you to receive a copy of the personal information we hold about you and to check that we are lawfully processing it.

· Request correction of the personal information that we hold about you. This enables you to have any incomplete or inaccurate information we hold about you corrected.

· Request erasure of your personal information. This enables employees, committee members or parents/carers to ask us to delete or remove personal information where there is no good reason for us continuing to process it. You also have the right to ask us to delete or remove your personal information where you have exercised your right to object to processing (see below).

· Object to processing of your personal information where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground. You also have the right to object where we are processing your personal information for direct marketing purposes.

· Request the restriction of processing of your personal information. This enables employees, committee members or parents/carers, as is appropriate, to ask us to suspend the processing of personal information about you for example, if you want us to establish its accuracy or the reason for processing it.

· Request the transfer of your personal information to another party.

If you want to review, verify, correct or request erasure of your personal information, object to the processing of your personal data, or request that we transfer a copy of your personal information to another party, please contact the pre-school manager in writing.
You also have the right to:

· object to processing of personal data.   If our processing is based upon the public interest or our legitimate interests.  If you do so we must be able to demonstrate that we have compelling grounds to continue such processing
· prevent processing for the purpose of direct marketing

· object to decisions being taken by automated means

· in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; or to restrict our processing of your data; and
· claim compensation for damages caused by a breach of the Data Protection law
Right to withdraw consent
In the limited circumstances where you may have provided your consent to the collection, processing and transfer of your personal information for a specific purpose, you have the right to withdraw your consent for that specific processing at any time. To withdraw your consent, please contact the nursery manager. Once we have received notification that you have withdrawn your consent, we will no longer process your information for the purpose or purposes you originally agreed to, unless we have another legitimate basis for doing so in law.
Your duty to inform us of changes

It is important that the personal information we hold about you is accurate and current. Please keep us informed if your personal information changes during your working relationship with us.

Data Breach procedures
If you have a concern about the way we are collecting or using your personal data, we request that you raise your concern with us in the first instance.  Jenny Wren Nursery has a duty to report any data breach to the Information Commissioner’s Office (ICO) within 72 hours and record appropriately following the pre-school procedures.

Alternatively, you can contact the Information Commissioner’s Office at https://ico.org.uk/concerns/
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